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I. INTRODUCTION

ANSOMWARE is a form of malware that encrypts a victim's documents and media, subsequently demanding
payment from the victim to decrypt and restore access to the encrypted files [1]. As criminals advance and
present new threats, significant research efforts have been dedicated to creating countermeasures that
effectively shield individuals and organizations from these attacks [2] [3]. Ransomware attackers often
demand ransom payments in Bitcoin due to the anonymity provided by encrypted transactions [4].
Ransomware typically involves executing a process on the target program and extracting valuable user data [5].

Unlike other cyberattacks that leave some parts functional, ransomware attacks pose a significant security threat
because they can cripple the core functions of a business system. The primary reason for shifting the target from
regular users to businesses and organizations is the potentially greater financial gain [6]. Ransomware can change
the device PIN and demand a ransom payment to provide a new PIN when attacking mobile devices [7]. It involves
examining the volatile memory of a computer to gather information about active processes and other system
statuses. By analyzing system memory, valuable information about ransomware and effective detection strategies
can be obtained to counteract the threat [8].

Research conducted by Hwang et al., in 2020, a two-stage mixed ransomware detection method was proposed.
This approach combines the Markov Chain model for detecting ransomware and Random Forest. Markov Chain
assumes that transitions depend only on the current state, not on the longer history of previous states. This makes
it less effective in predicting complex patterns that may involve long-term dependencies. Random Forest is
generally resistant to overfitting, it can still occur, particularly with highly imbalanced or complex datasets where
individual decision trees may overfit the training data. Using techniques like Principal Component Analysis (PCA)
for feature selection or dimensionality reduction can help reduce complexity and improve interpretability. For
Markov Chain employing higher-order Markov Chains can capture more historical context, though this increases
complexity. However, a drawback of this research is that the resulting model must be continuously trained to detect
new types of ransomwares that can disguise themselves as regular malware [5].

Research conducted by Manaar et al., in 2020, performance counters were used to detect ransomware.
Performance counters are software-based monitoring tools that can track the performance of a computer system. A
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limitation of this research is its inability to handle cases like the WannaCry ransomware, which encrypts each file
with randomly generated and unique keys using AES-128 CBC (Cipher Block Chaining). Combining data from
performance counters with advanced machine learning models can improve detection accuracy [9].

Research conducted by Hampton et al., in 2018 successfully identified significant differences in the usage of
Windows API calls between a normal operating system and one infected with ransomware. Identifying ransomware
by low-level windows API calls can be useful [10]. In 2018 research by Cabaj et al., Software Defined Networking
(SDN) was used to detect ransomware. In the developed system, SDN is used to provide a rapid response to detected
threats. The results demonstrated that this approach offers good effectiveness. However, SDN may not be suitable
for all types of networks and other variations of ransomware. Implementing architectures that support redundancy
and failover can mitigate risks if the controller is attacked [11].

This is highly problematic because most hosts or original owners connected to the internet possess valuable
assets, such as financial data and confidential company information, which could become targets of attacks [12].
Therefore, memory analysis is crucial for maintaining the security and performance of computer systems. It detects
ransomware by looking for suspicious DLL files, as each type of ransomware typically has its own characteristics
[13].

Windows 10 is one of the most widely used operating systems globally, both in personal and corporate
environments. Understanding how ransomware operates on Windows 10 is crucial for enhancing security for the
majority of computer users [14] [15]. The selected ransomware samples represent common characteristics found
in other ransomware variants. Therefore, the findings from this research can provide insights that can be generalized
to address other ransomware strains with similar attributes [16]. Previous studies have extensively explored
ransomware behavior on various operating systems, including earlier versions of Windows, focusing on attack
vectors, encryption methods, and mitigation strategies. This research builds on that foundation by applying
established analytical methods to Windows 10, ensuring that the findings are relevant to today's users. The aim of
this research is to determine how to detect ransomware using a memory analysis on existing ransomware samples.
However, the limitation of this research is that it is conducted solely on the Windows 10 operating system and only
includes three ransomware samples Jigsaw, Locky, and WannaCry. This research uses a memory analysis approach
to detect ransomware with the Volatility tool. Volatility is an open-source tool commonly used by security experts
to detect ransomware and other suspicious activities, especially in RAM [17].

II. RESEARCH METHODOLOGY

Figure 1 illustrates several main stages that must be carried out in this research process, adapting the flow of the
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A. Preparation of The Testing Environment

The following table shows the hardware specifications used in the testing environment and the software
specifications used in the experimental environment.

TABLE 1
HARDWARE SPECIFICATIONS
Hardware Information
Processor Intel® Core™ i5-1035G1 CPU @ 1.00GHz (8CPUs)
Memory 12GB (12288 MB)
SSD 500GB
Operating System Windows 11 Home Single Language 64-bit (10.0, Build 22631)
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TABLE 1II
SOFTWARE SPECIFICATIONS
Software Functions
Windows 10 Pro 64- As the guest operating system in VirtualBox, it was duplicated into three separate entities for test-

bit (10.0, Build 19045)  ing the Jigsaw, Locky, and WannaCry ransomware. This cloning process enabled separate and
specific analysis of the system's reaction to each type of ransomware.

Ubuntu 22.04.4 LTS As an additional guest operating system in VirtualBox, it was used to run the Volatility analysis

(Jammy Jellyfish) framework.

Oracle VM VirtualBox  As a virtual environment where both Windows 10 and Ubuntu operating systems can be installed

7.0.14 and run independently on a single physical machine, it facilitates the evaluation of ransomware in
a controlled and isolated setting.

FTK Imager 4.7.1 As a utility for capturing memory images from infected virtual systems, it provides an effective
way to secure the memory of infected systems without altering the existing data.

Volatility 2.6.1 As a framework or tool used to analyze memory captured from ransomware infected systems.

After the initial installation of the Windows 10 operating system was completed, the virtual machine was cloned
to create three separate virtual machines, each designated for testing the Jigsaw, Locky, and WannaCry ransom-
ware. Each of these virtual machines was isolated and prepared for infection with their respective ransomware
independently.

The Ubuntu virtual machine was allocated 4000 MB (4 GB) of RAM, 2 CPUs, and a 50 GB hard disk, just like
the Windows 10 virtual machine. The Ubuntu operating system was installed on VirtualBox, along with the Vola-
tility 2.6.1 software for memory forensic analysis. The Shared Folders configuration was adjusted to facilitate ac-
cess and transfer of memory dump files generated from the ransomware-infected Windows 10 virtual machine.

Volatility is an open-source software, meaning it is freely available to anyone. This makes it accessible to the
cybersecurity community, researchers, and law enforcement agencies worldwide [18]. Volatility supports a broad
range of operating systems and versions, including Windows, Linux, and macOS. This allows users to analyze
memory dumps from various platforms, making it a versatile tool in memory forensics. When analyzing large
memory dumps, Volatility can be slow, particularly if the hardware being used is not powerful enough. This can
impact the efficiency of the investigation process, especially when time is a critical factor [19]. FTK Imager is
known for its reliable and accurate imaging capabilities. It creates bit-by-bit copies of digital evidence, ensuring
that no data is altered or lost during the imaging process. This level of accuracy is crucial for maintaining the
integrity of evidence in forensic investigations. While FTK Imager is excellent for creating forensic images, its
analysis capabilities are limited compared to full-featured forensic suites. Users often need to use additional tools,
such as FTK (Forensic Toolkit) or other forensic software, for in-depth analysis [20].

B. Collecting Ransomware Samples
Table III classifies the ransomware samples by family, lists the number of samples for each family and the source.

TABLE 1II
RANSOMWARE SAMPLES
No  Ransomware Family Total Source Years
1 Jigsaw 1 https://github.com/kh4sh3i/Ransomware-Samples 2021
2 Locky 1 https://github.com/kh4sh3i/Ransomware-Samples 2021
3 WannaCry 1 https://github.com/kh4sh3i/Ransomware-Samples 2021

The ransomware samples used in this ransomware were obtained from a GitHub repository. The author of the
repository packaged each sample in a zip file and added a password for extraction to prevent accidental execution.

C. Memory Acquisition Process

After obtaining the ransomware samples, they will be used with FTK Imager to capture memory image files.
Each memory image is 4.5 GB, matching the RAM allocation on the virtual machine, ensuring the entire system
memory is fully recorded. The user starts FTK Imager with administrative privileges to ensure it can access and
capture the entire memory space. FTK Imager provides the option to capture the physical memory of the system.
The investigator navigates to File > Capture Memory to initiate the memory acquisition process. All memory image
files are then stored in the /home/ubuntu/Desktop/data/ directory on the Ubuntu operating system.

D. Detection Process Using Memory Analysis
The detection process will follow the workflow outlined in Figure 2.
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Fig. 2. Memory Analysis Procedure

1) Input Memory Image Files
List of memory image files is shown in Figure 3.

51 ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility O

- $ 1s -1h ~/Desktop/data/Jigsaw.mem
-rwxrwxrwx 1 ubuntu ubuntu 4,5G Mei 1 17:04
- $ 1s -1h ~/Desktop/data/fLocky.mem
-rwxrwxrwx 1 ubuntu ubuntu 4,5G Mei 1 17:12
s -1h ~/Desktop/data/WannaCry.mem

N |
y Image Files

-rWxrwxrwx 1 ubuntu ubuntu 4,5G Mei 1 14:17

Fig. 3. List of Memor

After completing the memory acquisition process, the memory image files are ready to be analyzed. In this
research, the Volatility tool will function as the analyzer. The image files will run according to the path.

2) Memory Image Information
The image info plugin from the Volatility Framework was used to identify basic information from the memory
images generated during the process. The results indicated that all three memory images came from a Windows
10 64-bit operating system, version 19041, with an Intel x64-based CPU.

[+ ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

B S python2 vol.py -f ~/Desktop/data/Jigsaw.mem imageinfo
Volatility Foundation Volatility Framework 2.6.1
INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) Win10x64_19041
AS Layer pDuplicatesAMD64PagedMemory (Kernel AS)
AS Layer2 ileAddressSpace (/home/ubuntu/Desktop/data/Jigsaw.mem)

PAE type : No PAE
DTB x1aa@02L
KDBG : 0xf80746a00b20L
Number of Processors : 2
Image Type (Service Pack) : @
KPCR for CPU 8 : oxfffff8e7429a6000L
KPCR for CPU xFfffd9og815f7co000L
KUSER_SHARED_DA xfffff78000000000L
Image date and t 024-85-01 10:04:07 UTC+0008
Image local date and time 2024-05-01 17:04:07 +0700
: s [
Fig. 4. Profile Information for The Jigsaw Memory Image

ubuntu@ubuntu-VirtualBox: ~/Desktop/velatility Tl =

= python2 vol.py -f - ktop/data/Locky.mem imageinfo
Volatility Foundation tility Framewor 1
INFO : volatilit Determining profile based on KDBG search...

s f ) 0x64_190

agedMemory (Kernel AS
Desktop/data/Locky.mem)

and time : 2
Image local date and time : 282

Fig. 5. Profile Information for The Locky Memory Image

As shown in Figure 4, the memory image infected with Jigsaw provides the recommended profile is
Winl0x64 19041, with the same date and a memory image creation time of 10:04 UTC and local time of
17:04. Figure 5 shows The Locky memory image also shows the same profile, Win10x64 19041, with the
same date and a memory image creation time of 10:11 UTC and local time of 17:11.
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2.6.1
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64PagedMemory (Kernel AS)
(/home fubuntu/ fdata/WannaCry.mem)

Image local date and time : 26 -81 14:03:13 +07600
7 &

Fig. 6. Profile Information for The WannaCry Memory Image

As shown in Figure 6, the memory image infected with WannaCry display the recommended profile is
Winl10x64 19041. This information includes memory address layers, PAE type, number of processors (2), and
image type (Service Pack 0). Additional details include KPCR (Kernel Processor Control Region) for CPU 0
and 1, and KUSER _SHARED DATA. The memory image creation date and time are May 1, 2024, at 07:03
UTC, with a local time of 14:03.

3) Profile Selection
The consistent profile across all memory images indicates a standardized environment. The Win10x64 19041
profile was chosen because it matches the operating system version used in the memory images, which is
Windows 10 64-bit version 19041. Selecting the correct memory image profile is crucial as it enables in-depth
analysis of system activities, including running processes, active network connections, and files accessed
during the ransomware infection. A proper profile also allows for the detection of anomalies or suspicious
activities that may indicate the presence of ransomware.

4) Information of Running Process
At this stage, the pslist plugin from the Volatility Framework is used to identify the processes running at the
time the system memory was captured. This plugin provides a list of active processes, including details such
as process names, PIDs (Process IDs), start times, and other relevant information. This analysis is crucial for
understanding how the ransomware operates, and which processes are active during the infection.

5) Identification of Running Process
a. Jigsaw

The analysis of the pslist command results from the Jigsaw.mem memory image in Volatility revealed
several critical processes. These include the core processes such as System (PID 4) for kernel operations,
registry (PID 92) for managing the Windows registry, and smss.exe (PID 348), known as the Session
Manager Subsystem.

In terms of service processes, several important ones were found. The csrss.exe processes (PIDs 456 and
548) manage the user interface and console windows. The wininit.exe process (PID 532) is responsible for
Windows initialization and starting various services and system components during boot. The
winlogon.exe process (PID 628) handles user logins, while services.exe (PID 672) acts as the Service
Control Manager. Additionally, the Isass.exe process (PID 684), which handles security policies, user
logins, and password changes, was also identified.

The identified user processes include explorer.exe (PID 4496), which provides the graphical interface for
file management and the desktop environment. MsMpEng.exe (PID 2832), associated with Windows
Defender Antivirus, is responsible for real-time protection against ransomware and threats.
SearchIndexer.exe (PID 3532) indexes content for the Windows search function, enabling quick search
results for files and applications. RuntimeBroker.exe (PID 2600) manages app permissions and acts as a
security intermediary for running applications.

A large number of svchost.exe processes were found, each running different services. The svchost.exe
process with PID 792 has 13 threads and is responsible for running various system services shown in Figure
8. Another example is svchost.exe with PID 908 shows in Figure 9, which has 7 threads, and svchost.exe
with PID 1648 shows in Figure 7, which has 11 threads, indicating that this process is running more
intensive services. Other svchost.exe processes with various PIDs, such as 1092, 1128, 1332, and so on,
each run different services with varying numbers of threads and handles.

Specifically, unusual svchost.exe processes often use unexpected amounts of memory or have suspicious
numbers of threads and handles. Based on these considerations, the processes identified for further
examination include PID 1648, which has a high number of threads (11 threads). PIDs 792 and 908,
although having a moderate number of threads, still need to be checked to ensure no suspicious activity.
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Other svchost.exe PIDs appear to follow expected patterns and are thus given lower priority. By focusing
on a few standout PIDs based on these criteria, the analysis is expected to be more efficient without needing
to examine every svchost.exe PID in depth.

" ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility G = = @

oxffffalefocefi2ed svchost.exe 1648 672 11 i) 8 @ 2024-85-61 89:59:01 UTC+BOBE |

Fig. 7. Svchost.exe PID 1648 Process

ol ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

[}

oxffffa3efoscs2z4e svchost.exe 792 672 13 e

Fig. 8. Svchost.exe PID 792 Process

" ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

oxffffa3efoadic2cd svchost.exe 908 672 [} (] 8 2024-05-01 09:58:57 UTC+0000 |

Fig. 9. Svchost.exe PID 908 Process

b. Locky

The analysis of the pslist command results from the Locky.mem memory image in Volatility revealed
several critical processes. By identifying and understanding the roles of various processes such as System
(PID 4), Registry (PID 92), and smss.exe (PID 348), we can better manage and secure the Windows
environment. Additionally, examining suspicious svchost.exe instances based on specific criteria, such as
an unusual number of threads or irregular start times, can help detect potential anomalies or malicious
activities. Focusing the analysis on standout PIDs allows for a more efficient approach in ensuring the
system's integrity and security.

Several user-level processes, such as explorer.exe (PID 4108), provide the graphical interface for file
management and the desktop environment. The MsMpEng.exe process (PID 2808) is associated with
Windows Defender Antivirus. Additionally, SearchIndexer.exe (PID 3336) indexes content for the
Windows search function. The svchost.exe process, which is a common host process for services running
from dynamiclink libraries (DLLs), appears multiple times with various PIDs. This multiplication is normal
in a Windows environment.

Although the presence of multiple svchost.exe processes is standard, some may require further
investigation to detect potential anomalies or malicious activities. Based on these considerations, processes
that need closer examination include PID 1740 shows in Figure 10, which has a low thread count (2 threads)
that might be unusual. PID 3352 has a high thread count (28 threads) shows in Figure 11, which could be
suspicious. As shown in Figure 12 and Figure 13, PIDs 5072 and 6200 started at different times (2024-05-
01 10:09:57 and 10:10:01 UTC+0000) and have high thread counts (11 and 14 threads, respectively). By
focusing on these standout PIDs based on these criteria, the analysis can be conducted more efficiently
without having to examine each svchost.exe PID individually.

ol ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility qQ = = @

exffffaseafde7feBe svchost.exe 1748 656 rd (]

Fig. 10. Svchost.exe PID 1740 Process

] 0 2024-05-01 10:07:48 UTC+0000 I

ol ubuntu@ubuntu-VirtualBox: ~fDesktop/volatility a = @ @

oxffffa8e9049cadcd svchost.exe 3352 656 28 o @ 0 2024-05-01 10:07:52 UTC+0000 I

Fig. 11. Svchost.exe PID 3352 Process

=1 ubuntu@ubuntu-VirtualBox: ~fDesktop/volatility Q = = ] x

oxffffagesesaeeddo svchost.exe 5072 656 11 ] ] @ 2624-05-01 10:09:57 UTC+0808

Fig. 12. Svchost.exe PID 5072 Process

=1 ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility Q = - (5]

oxffffesogesbedese svchost.exe 6200 656 13 [}

Fig. 13. Svchost.exe PID 6200 Process

] 8 2024-05-81 10:10:81 UTC+0808 I

c. WannaCry
In the analysis of the WannaCry.mem memory image using Volatility, various system and user processes
active during the infection were successfully identified. The detected system processes include System
(PID 4), Registry (PID 92), smss.exe (PID 344), csrss.exe (PIDs 452 and 544), wininit.exe (PID 524),
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services.exe (PID 656), and Isass.exe (PID 664). These processes are core components of Windows
operations, responsible for kernel management, registry operations, and security and system services.

Additionally, several important user processes were identified, including explorer.exe (PID 4368),
MicrosoftEdgeU (PID 4060), RuntimeBroker.exe (PIDs 5104 and 5128), SearchApp.exe (PID 556), and
SkypeBackground (PID 5396). These processes reflect user activity and applications running in the
background during the infection.

Figure 14 shows the results from pslist also revealed the presence of a suspicious process, such as
ed0lebfbc9ebSb (PID 1068), which has an unusual name and is likely associated with WannaCry
ransomware activity. This finding strongly indicates a ransomware infection, warranting further analysis
to determine its behavior and impact.

o} ubuntu@ubuntu-VirtualBox: ~/Desktop/velatility S NS - o

1 2024-05-81 06:56:30 UTC+0000 I

oxffffaseb2aasce8e edolebfbcoebsb 1868 4368 I ] 1

Fig. 14. ed0lebfbc9ebS5b PID 1068 Process

6) Analysis of DLL Files
After identification of the running process, we will be analyzing the DLL files loaded by a specific process that
can provide valuable information about the activity and presence of ransomware in the system. By using the
dlllist plugin in Volatility, we can understand the list of DLLs loaded by a particular process and how
ransomware operates and interacts with the system.

E. Analyzing the Result of Memory Analysis

Following the identification of the processes, further analysis will be conducted to examine the loaded DLLs and
compare the system's performance before and after the ransomware infection. This analysis aims to understand the
impact of ransomware on system resources and identify any additional malicious activities. To ensure the accuracy
of our findings, we conduct meticulous monitoring of running processes and file system changes, cross-referencing
these observations with baseline data to detect any anomalies or unauthorized modifications.

III. RESULT AND DISCUSSION

A. DLL File of Jigsaw

Following the identification of the processes, further analysis will be conducted to examine the loaded DLLs and
compare the system's performance before and after the ransomware infection. This analysis aims to understand the
impact of ransomware on system resources and identify any additional malicious activities. Figure 15 shows the
svchost.exe process with PID 1648 runs services with the parameters -k LocalServiceNetworkRestricted -p.
Analysis shows this process loads several critical DLL files, including ntdll.dll, KERNEL32.DLL, RPCRT4.dll,
berypt.dll, and sechost.dll. Additionally, it loads modules related to audio management (audiosrv.dll), device
configuration (cfgmgr32.dll), and power management (POWRPROF.dll). Further, it loads additional modules like
MMDevAPI.DLL and AUDIOSRVPOLICYMANAGER.dII for managing audio services.

vbuntu@ubuntu-VirtualBox: ~fDesktopfvolatility

S python2 vol.py -f = /Desktop/datafligsaw.men --profile=Winl@xe

Figure 16 shows the svchost.exe process with PID 792 runs services with the parameters -k DcomLaunch - p.
The DLL files loaded by this process include ntdll.dll, KERNEL32.DLL, combase.dll, RPCRT4.dll,
msvep win.dll, and sechost.dll. This process also loads modules related to device management (umpnpmgr.dll),
power policy (umpo.dll), and network operations (IPHLPAPI.DLL). Additionally, files such as umpoext.dll and
sppc.dll, which are associated with power policy management and product activation services, were also found.
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ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

--profile=Winiox64_19641 dlllist

exi1faaon 4 uT

Fig. 16. Details of DLL Files from Svchost.exe Process PID 792

Figure 17 shows the svchost.exe process with PID 908 runs services with the parameters -k RPCSS -p. The DLL
files loaded by this process include ntdll.dll, KERNEL32.DLL, RPCRT4.dll, sspicli.dll, combase.dll, and
FirewallAPI.dll. Other modules found include DNSAPI.dII, IPHLPAPI.DLL, powrprof.dll, and UMPDC.dII, all of
which are related to managing network communication and security. This process also uses modules like
fwpuclnt.dll for packet filtering and security APIs, as well as ws2_32.d1l for Windows Sockets network operations.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility Q = - =] 1

el --profile=Hinl18x64_19841 dlllist
B8
tility Foundation Volatility Framework 2.6.1
Ll b b L L
0!

nd 1i

LoadCount LoadTime
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oxffff UTC+0000
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Fig. 17. Details of DLL Files from Svchost.exe Process PID 908

B. DLL File of Locky

The analysis of the dlllist command results from Volatility for the svchost.exe processes with PIDs 1740, 3352,
5072, and 6200 provides important insights into the modules loaded by each process. As shown in Figure 18, the
svchost.exe process with PID 1740 runs with the command line C:\Windows\System32\svchost.exe -k netsvcs -p
-s Themes. The analysis shows that the themeservice.dll module, related to Windows theme services, is loaded,
consistent with the Themes parameter in the command line. No suspicious DLLs were found loaded from the
C:\Windows\System32 directory.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

S python2 vol.py -f -/Desktop/data/Locky.mem --profile=Winl@xé4_19641 dl1llist -
p 1748
Volatility Foundation Volatility Framework 2.6.1
s e e e e e oo oo o o e koo oo oo o o o oo o o o o o ok ok ok ok
pid: 1748
C:\Windows\System32\svchost.exe -k netsvcs -p -s Themes

8000 8,

Fig. 18. Details of DLL Files from Svchost.exe Process PID 1740

Figure 19 shows the svchost.exe process with PID 3352 runs with the command line
C:\Windows\system32\svchost.exe -k wsappx -p -s AppXSvc. Modules such as appxdeploymentserver.dll and
AppXDeploymentClient.dll, which are related to the AppX service, are loaded in accordance with the AppXSvce
parameter. No suspicious DLLs were found. All loaded DLLs originate from the C:\Windows\SYSTEM32 or
C:\Windows\system32 directories.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility = =] %

% python2 vol.py -f -/Desktop/data/Locky.mem --profile=W 4_19841 dlllist -

7ffc

eepe7ffc143dol
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Next, Figure 20 shows the svchost.exe process with PID 5072 runs with the command line
C:\Windows\system32\svchost.exe -k netsvcs -p -s UsoSvc. The analysis shows that the module usosve.dll, related
to the Windows Update service, is loaded in accordance with the UsoSvc parameter. All loaded DLLs originate
from the C:\Windows\System32 or C:\Windows\system32 directories, with no suspicious DLLs found.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

5 python2 vol.py -f ~/Desktop/data/Locky.mem --profilesWinleéx64_19641 dlllist -

Finally, Figure 21 shows the svchost.exe process with PID 6200 runs with the command line
C:\Windows\system32\svchost.exe -k netsvcs -p -s wuauserv. The module wuaueng.dll, related to the Windows
Update Agent, is loaded in accordance with the wuauserv parameter. As with the other processes, no suspicious
DLLs were found. All loaded DLLs originate from the C:\Windows\System32 or C:\Windows\system32
directories.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

vol.py -f ~/ ktop/datafLocky.mem --profile=kin 19841 dlllist -

C. DLL File of WannaCry

An in-depth analysis of the WannaCry.mem memory image using Volatility revealed important details about the
Dynamic Link Libraries (DLLs) loaded by the suspicious process ed01ebfbc9eb5b with PID 1068. This process
runs with the command line C:\Users\Sample\Downloads\ed01ebfbc9eb5-bbea545af4d01b-5£1071661840-
480439c6e5babe8e080e41aa.exe. It loads a large number of DLLs from the Windows system directory, including
cryptographic and security DLLs. Figure 22 shows the list of DLL files loaded by the ed01ebfbc9eb5b process.

ubuntu@ubuntu-VirtualBox: ~/Desktop/volatility

$

Fig. 22. Details of DLL Files from ed01ebfbc9ebSb Process PID 1068
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This analysis reveals several important points. First, the presence of a suspicious process with a long and unusual
file name is likely part of the WannaCry ransomware infection. Second, the large number of DLL files loaded from
the SYSTEM32 directory indicates that this process has extensive access to various core Windows functions,
enabling it to perform potentially harmful system operations, including memory manipulation, kernel interaction,
and user management.

Furthermore, the presence of DLLs such as wow64.dll, wow64win.dll, and wow64cpu.dll indicates that this
process is running in 32-bit compatibility mode on a 64-bit operating system (WOW®64). This is a common
technique used by ransomware to evade detection and exploit weaknesses in the compatibility subsystem. The
process also loads several cryptographic and security-related DLLs, such as berypt.dll, beryptPrimitives.dll, and
CRYPTSP.dII, suggesting the possible use of cryptographic functions to encrypt data or communicate with
command-and-control (C2) servers. Additionally, DLLs like uxtheme.dll and IMM32.DLL indicate that this
process might be attempting to manipulate the user interface, which could be used for activities such as information
theft or further ransomware propagation through user interaction, as shown in Figure 23 below. The analysis of
these DLL files confirms that the process ed01ebfbc9eb5b is part of the WannaCry ransomware infection.

Fig. 23. Background Display on WannaCry Infected Virtual Machine
D. Ransomware Samples Categorization
After conducting the analysis, we can categorize which threats can be detected using memory analysis.

TABLE IV
RANSOMWARE SAMPLES CATEGORIZATION

Memory Analysis

Ransomware
Samples . .
Running Process DLL Files
Jigsaw X X
Locky X X
WannaCry v N

Based on the data obtained from analysis, for Locky and Jigsaw, they could not be detected through memory
analysis of running processes and DLL files. In both samples, only common processes typical of an operating
system were displayed. In the case of WannaCry, it has been demonstrated that only WannaCry could be detected
through the analysis memory of running processes and DLL files. This is evidenced by the presence of the
suspicious process ed01ebfbc9eb5b. Additionally, the detailed examination of the DLL files loaded by this process
further confirmed its malicious. Overall, the type of ransomware that can be detected through memory analysis
involves those that exhibit suspicious activities identifiable in running processes and load specific DLLs related to
data encryption or communication with command-and-control (C2) servers.

In [8], the research focuses on Windows 7 as the primary platform for conducting memory analysis related to
malware. In this research, Windows 10 was selected as the primary platform, given its status as a current operating
system with a broad user base, ensuring that the analysis results are highly relevant and applicable to the security
threats encountered by modern users.

E. Computer System Performance

Before an infection, CPU and memory usage is usually stable and directly related to user activity and system
services. CPU usage spikes when heavy applications or processes are run but returns to normal levels when activity
decreases. One of the signs of a ransomware infection is a sudden and sustained spike in CPU usage. Ransomware
utilizes the CPU to encrypt a large number of files and carry out other malicious activities, such as connecting to
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Command and Control (C2) servers. Ransomware may run hidden processes or use obfuscation techniques to avoid
detection, leading to unusual memory usage that is difficult to explain based on previous usage patterns. A
significant increase in memory utilization and CPU usage was observed when comparing system performance
before and after the ransomware infection. This indicates that ransomware infection substantially impacts the
system's resources, as shown in Table V.

TABLE V
MEMORY UTILIZATION BEFORE AND AFTER RANSOMWARE INFECTION

No  Type of Ransomware =~ Memory Before Infection =~ Memory After Infection

1 Jigsaw 4.5GB 5.6 GB
2 Locky 4.5GB 54 GB
3 WannaCry 4.5GB 6.2 GB

Based on the memory utilization data before and after the malware infection, the comparison can be seen in the
graph in Figure 24.

Memory Utilization Before and
After Ransomware Infection

S I I I
0 I I I

Jigsaw Locky WannaCry

s

w

(5]

[

B Memory Before Infection B Memory After Infection

Fig. 24. Memory Utilization Before and After Ransomware Infection

Examining the computer's memory performance before and after the ransomware infection reveals an increase
in CPU usage. Consequently, the computer fell fast before the infection but experienced significantly longer loading

times after becoming infected. This is evident in Table VI and Figure 25.
TABLE VI
CPU USAGE BEFORE AND AFTER RANSOMWARE INFECTION

No  Type of Ransomware CPU Before Infection CPU After Infection
1 Jigsaw 20% 72%
2 Locky 18% 69%
3 WannaCry 23% 83%

Based on the memory utilization data before and after the malware infection, the comparison can be seen in the
graph in Figure 25.
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Fig. 25. CPU Usage Before and After Ransomware Infection

IV. CONCLUSION

Analysis of the system and user processes in the three memory images shows that many legitimate system
processes and load a large number of DLL files essential for core Windows operations. These processes handle
various critical functions, including memory management, security, cryptography, and inter-process
communication. In the WannaCry.mem a suspicious process with an unusual name, such as ed01ebfbc9eb5b, was
identified, indicating a malware infection.

The svchost.exe processes in all memory images load various essential DLLs, indicating that they handle core
Windows functions, including ntdll.dll, KERNEL32.DLL, advapi32.dll, and RPCRT4.dll. The presence of DLLs
such as audiosrv.dll and MMDevAPIL.DLL in Jigsaw.mem show audio services, while modules like umpo.dll and
umpnpmgr.dll in Locky.mem indicate power management and Plug and Play.

Memory analysis has proven to be an effective tool for identifying and understanding system activities and
detecting ransomware infections. By identifying the processes and loaded DLL modules, more precise mitigation
steps can be taken to protect the system from further threats. Future research could explore a broader range of
ransomware samples and utilize alternative plugins available in Volatility. This would provide a more
comprehensive understanding of different ransomware behaviors and enhance the effectiveness of memory analysis
in detecting and mitigating such threats.
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